HIPAA Risk Assessment Template	CONFIDENTIAL — Internal Use Only
HIPAA Risk Assessment Template
A Step-by-Step Tool for Healthcare Billing Compliance

	Organization Name
	

	Assessment Date
	

	Conducted By
	

	Department
	

	Next Review Date
	

	Document Version
	1.0



PURPOSE: This template helps your organization identify, assess, and reduce risks to patient health information (PHI). HIPAA requires a formal risk assessment at least once a year — or any time there is a major change in your systems or processes.

Section 1: Understanding the Purpose

What is a HIPAA Risk Assessment?
A HIPAA Risk Assessment is a required review that helps your organization find weaknesses in how you protect patient health information. Think of it as a health checkup — but for your data security.
Why is it required?
The HIPAA Security Rule (45 CFR § 164.308(a)(1)) requires all covered entities and business associates to conduct an accurate and thorough assessment of risks and vulnerabilities to electronic Protected Health Information (ePHI). Skipping this step can result in large fines.
Who needs to complete this?
1. Hospitals, clinics, and medical practices
1. Medical billing companies
1. Health insurance companies
1. Any vendor or partner who handles patient data on behalf of a healthcare organization

Section 2: Scope of This Assessment

Before you begin, define what you are assessing. This keeps the process focused and manageable.

	Item
	Your Answer

	What types of patient data do you handle? (e.g., names, diagnoses, billing info)
	

	Which systems store or transmit patient data? (e.g., EHR software, billing platform, email)
	

	Which physical locations are in scope? (offices, remote workers, storage rooms)
	

	Which staff roles have access to patient data?
	

	Do you share data with any outside vendors or partners?
	



Section 3: Risk Identification Matrix

List the main areas where patient data could be at risk. For each threat, rate the Likelihood (how likely it is to happen) and Impact (how bad it would be) on a scale of 1-5.

Likelihood Scale: 1 = Very Unlikely,  3 = Possible,  5 = Very Likely
Impact Scale:      1 = Minor,          3 = Moderate,  5 = Severe
Risk Level:  Low = score 1-4  |  Medium = score 5-14  |  High = score 15-25

	Area
	Threat / Risk
	Likelihood (1-5)
	Impact (1-5)
	Risk Level
	Existing Controls

	Cyber / IT
	Unauthorized system access (hacking)
	3
	5
	High
	Firewall, MFA, access logs

	Cyber / IT
	Phishing emails to staff
	4
	4
	High
	Staff training, email filters

	Cyber / IT
	Ransomware / malware attack
	3
	5
	High
	Antivirus, daily backups

	Physical
	Unauthorized access to server room
	2
	4
	Medium
	Locked doors, visitor log

	Physical
	Printed PHI left unattended
	3
	3
	Medium
	Clean desk policy

	People
	Employee sharing login credentials
	3
	4
	Medium
	Policy training, audits

	People
	Accidental email to wrong recipient
	4
	3
	Medium
	Email confirmation prompts

	Vendor
	Business associate data breach
	2
	5
	Medium
	BAA agreements in place

	Disposal
	Improper disposal of old devices/records
	2
	4
	Medium
	Shredding policy, IT wipe procedure

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Section 4: HIPAA Safeguard Checklist

Review each required safeguard below. Mark whether it is In Place, Partial, or Not in Place. Add notes for any gaps found.

4A. Administrative Safeguards (Policies and Training)
	Safeguard / Requirement
	Status
	Notes / Action Needed

	Written HIPAA Security Policies and Procedures
	In Place
	

	Annual HIPAA Training for All Staff
	In Place
	

	Sanctions Policy for Staff Who Violate HIPAA
	Partial
	

	Workforce Clearance Procedure (background checks)
	Partial
	

	Assigned Security Officer (person responsible for HIPAA)
	In Place
	

	Business Associate Agreements (BAAs) with all vendors
	Partial
	

	Documented Incident Response Plan
	Not in Place
	

	Regular Risk Assessments (at least annually)
	Partial
	



4B. Physical Safeguards (Protecting Devices and Spaces)
	Safeguard / Requirement
	Status
	Notes / Action Needed

	Locked server rooms or data closets
	In Place
	

	Visitor sign-in and escort procedures
	Partial
	

	Clean desk policy (no PHI left visible)
	Partial
	

	Secure workstation policy (screen lock, logout)
	In Place
	

	Device inventory tracking (all laptops, phones, tablets)
	Not in Place
	

	Secure media disposal process (shredding, wiping)
	In Place
	

	Physical access logs reviewed regularly
	Partial
	



4C. Technical Safeguards (System and Data Security)
	Safeguard / Requirement
	Status
	Notes / Action Needed

	Unique user IDs and passwords for each person
	In Place
	

	Multi-Factor Authentication (MFA) on all systems with PHI
	Partial
	

	Automatic screen lock / session timeout
	In Place
	

	Audit logs enabled (who accessed what and when)
	Partial
	

	Encryption of data at rest (stored data)
	Not in Place
	

	Encryption of data in transit (emails, file transfers)
	Partial
	

	Regular data backups (tested and stored securely)
	In Place
	

	Antivirus and anti-malware software active on all devices
	In Place
	

	Firewall and network security controls
	In Place
	

	Patch management (software updates applied promptly)
	Partial
	



Section 5: Gap Analysis & Action Plan

For every item marked Partial or Not in Place in Section 4, list it here with a plan to fix it.

	Gap / Issue Found
	Risk Level
	Corrective Action
	Person Responsible
	Target Completion Date

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Section 6: Breach History Review

List any known breaches, near-misses, or security incidents from the past 12 months. If none, write 'None Reported'.

	Date
	Description
	PHI Involved?
	Action Taken
	Was OCR Notified?

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Section 7: Certification & Sign-Off

By signing below, the responsible parties confirm that this risk assessment was conducted in good faith, the findings are accurate, and the action plan will be implemented.

	Security / Privacy Officer
	Department Manager / Director

	Signature: ___________________________
	Signature: ___________________________

	Print Name: __________________________
	Print Name: __________________________

	Date: ________________________________
	Date: ________________________________
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